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ABSTRACT: Cyberspace is a relatively recent facet of human existence that has developed with the information age
and accompanying networks. It's something that can be discovered in someone's mind. Some individuals use the
Internet for evil purposes like stalking, harassment, bullying, and so on, while millions more utilise it to improve their
lives in good ways. This kind of intimidation and harassment is increasing in frequency as a result of the widespread
usage of the Internet.

The ultimate purpose of this research is to initiate serious discussion about eliminating violence against women in both
the virtual and physical spheres. It does so by expanding on the experiences of cyber violence survivors to rethink our
understanding of both online and offline forms of aggression.
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I. INTRODUCTION

The fact that perpetrators of Cyberviolence may hide their identities online gives them a false feeling of safety (West,
2014). Perhaps some individuals who would never consider such aggressive behaviour in real life feel encouraged to
act violently when they can mask their identities online. It's possible that the impacts of cyberviolence won't go away
very soon. Online material has "digital persistence," or the potential to outlast the person who first submitted it. Those
who get access to harmful information will face long-term repercussions, the extent of which is impossible to predict.
While the majority of people understand that cyberbullying may include physical assault, some may have trouble
understanding how cyberviolence targeting women and girls differs from other forms of cyberbullying. The study
highlights the disparity in the frequency and consequences of cybercrime against women and men, which is supported
by the statistics. A primary argument is that "women are disproportionately victims of certain sorts of violence." The
article quotes a survey of over 9000 Germans between the ages of 15 and 50 that found "women are triple occasions
more likely than males to face online sexual misconduct, and with much more negative repercussions.” According to a
research mentioned in the paper, cyber stalking and online sexual harassment affect much more women than men do,
particularly those between the ages of 18 and 25. However, males are more likely to face moderate types of digital
harassment (such as name-calling and shame).

The data demonstrates that the effects of violence on men and women are distinct.

However, experts have cautioned against separating cyber VAWG from offline violence, suggesting that the two are
just extremes of the same continuum.

One kind of domestic violence is cyberstalking, in which a current or ex-partner repeatedly and again stalks or harasses
their victim online. According to the research cited in the report, 54 percent of physical assaults occur after an initial
meeting in person.

All of this highlights the need of investigating online violence against women as an extension of sexism and violence
against women in general.

To some extent, cyberviolence against women may be characterized by referring to existing legal categories of violence
against women. The Council of Europe Convention on preventing and combating violence against women and
domestic violence was issued in 2011 in Istanbul, Turkey, and it defines violence against women as "all acts of gender-
based violence that result, or are likely to lead in physical, sexual, psychological, or ectopic harm to a woman."

Since cyberviolence against women is intrinsically linked to physical violence against women, the same concept may
be used to both without omitting any of the harm categories The emotional and financial (loss of job, for example) pain
and suffering that may come from defamatory acts of cyberviolence are clear examples; the physical and sexual harm
that can arise from such acts is, depending on cultural norms, roughly similar to murder and rape.
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ILLITERATURE REVIEW

Many people nowadays just cannot fathom existing in a world devoid of their mobile phones, numerous social
networking sites (such as Facebook, Twitter, and Instagram), and individual blogs. The percentage of the population
that is between the ages of 18 and 34 who utilise cutting-edge technology is expected to rise this year. Information
Reporting Service (Datareporting, 2019). The Internet, in the opinion of its supporters, is the epitome of Habermas's
"public sphere," a place where everyone may voice their minds without fear of reprisal. Some social scientists argue
that individuals may construct their identities outside of formal structures because to the widespread availability of
information and communication technology (Beck & Beck-Gernsheim, 2002; Oksman&Turtainen, 2004). The Internet
is often seen as a place where everyone is treated equally, thus it might be easy for instances of discrimination based on
gender to go unreported. It's important to consider the impact of social status indicators like style and decorum when
talking about the ease with which people may participate online (Fraser, 1990, p. 64). The Internet's political economy
may affect people's ability to interact with one other equitably in cyberspace.

The gap between what is really happening and what is being claimed is rather large (Fraser, 2004). By analysing the
most popular videos on YouTube, for instance, we can observe that corporations with many distribution channels
outperform individual video creators. As a consequence, the effectiveness of engagement is impacted by the
affordances of digital platforms (Fuchs, 2009; Fuchs, 2017). Because of this, it demonstrates that the social, political,
and economic inequalities between individuals are a significant factor in how they participate in online cultures.

Understanding the Repercussions of Cyber Violence Facebook, Twitter, and Instagram have all changed the way
people communicate with one another since its inception, and this trend shows no signs of slowing down, with
Facebook currently boasting more than two billion active users every month (Kemp, 2017). As the Internet and other
forms of ICT grow increasingly integrated into everyday life, however, they also facilitate a variety of crimes
depending on the victim's gender, whether perpetrated by a complete stranger or by someone close to them. Hate
speech directed at a certain gender, cyberstalking, doxing, and visual sexual assault are all examples of these types of
crimes (Backe et al., 2018; Dragiewicz et al., 2019; Jane, 2014a, 2014b; Vitis& Gilmour, 2017). As reported by the
government, cybercrime in India rose by 63.5% in 2018. (Jain, 2020). # The Gamergate controversy highlights the
prevalence of random acts of violence against women, as female game creators, journalists, and critics were targeted by
internet users (Khosravnik& Esposito, 2018; Massanari, 2017). The online uprising started out as a criticism of the
ethics of game journalism, but it quickly escalated into a destructive and nasty campaign against women working in the
video game business (Barnes, 2018). Women who voice their thoughts online often face backlash (Citron, 2014).
Internet misogyny is pervasive nowadays, reflecting a larger trend in today's technological society to devalue women
(Gray, 2015). Studies have revealed that search engines, a fundamental component of the Internet, may increase
repressive social interactions, which in turn can lead to racial profiling (Gray, 2015; Khosravnik& Esposito, 2018;
Noble, 2018). Some studies, like the one conducted by Noble (2018), reveal that Google's algorithms promote
discriminatory and sexist worldviews. Cyberstalking, data theft, image-based abuse, and similar forms of online
harassment and violence have all been singled out as areas of particular concern (Dragiewicz et al., 2018; Powell &
Henry, 2017). The goal of this study is not to demonise the Internet, but rather to examine the "effect of technical
interactions, exclusion, and violence" (Henry & Powell, 2015, p. 763). Understanding cyberviolence is crucial because
it threatens fundamental rights like privacy and freedom of speech. Cyberbullying may cause psychological,
physiological, and sexual harm to its victims (Backe et al., 2018; Kaye, 2017). It affects one's sense of self on several
dimensions (psychological, social, cultural) (Khanlou et al., 2018; Pashang et al., 2018). Cyber assault survivors often
face internal struggles, such as depression, even after the attack has ended (Kaye, 2017; Madkour et al., 2014; Park et
al., 2018). Exposure to cyberviolence may further amplify the effects of anxiety and other post-traumatic symptoms
(Haynie et al., 2013).Victims of cyberbullying have been stated to suffer significant declines in mental health, physical
health (including weight loss), cultural involvement, and social life (such as experiences of shame and ostracization;
Button & Miller, 2013; Gillett, 2018; Madkour et al., 2014). Those who have suffered online sexual abuse may feel
humiliated and embarrassed (Bates, 2017)

The psychological repercussions of cyber bullying are well-documented, but it is also a kind of social control that
restricts women's and other marginalized groups' use of the Internet (Powell & Henry, 2017).

Those who have experienced cyber bullying may suffer from anxiety that causes them to avoid or even damage
themselves in virtual communities (Van Laer, 2013; Vitak et al., 2017). Digital victims of sexual harassment may also
face financial hardships. Instances where a candidate's internet presence might cause a potential employer to pass on
them include: (Citron, 2014).
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Despite this, research resources addressing cyber abuse victims in the Global South are few. The purpose of this study
is to fill that knowledge gap by estimating the frequency of cyber attacks against Indian women.

As of 2004, the United States Department of the Treasury estimated US$105 billion was being spent to fight
cybercrime, meaning that hackers now earn more than those engaged in narcotics trafficking (CNN Money, 2005; Horn
P., 2006). Norton found that across all regions of the globe, India ranked first in spam attacks, second in virus attacks,
and third in overall cyber threats. According to the findings, India is responsible for about 7%, or USD 8 billion, of the
total global cost of cybercrime (USD 110 billion) (Joseph, 2013). In 2013, the United States lost a staggering $4 billion
to cybercrime. Despite the absence of a consistent taxonomy, Brenner (2004) classifies corporate cybercrime into three
categories. Multiple studies corroborate the author's findings (Sukhai N., 2004; Koenig D., 2002; Lewis, 2004).

Types of Cyberviolence

1. Online Gender Violence as an Aggravating Factor of Sexual Assault

This is a unique sort of cyberviolence, because the Internet and other modern devices have provided a plethora of new
opportunities for a seemingly infinite variety of aggravating circumstances in the context of offline violence against
women.

2. Cyber stalking

When a stalker communicates with a victim using electronic methods, such as email, SMS, or the Internet, this is
known as cyberstalking. Stalking is characterized by a series of occurrences that may or may not be harmless taken
separately but which, when taken together, create an unsafe environment and give the victim anxiety, fear, or panic.
Behaviors may include:

a) Distributing obscene or threatening communications over electronic mail, short message service (SMS), or
instant messaging.

b) Making derogatory online posts about the responder.

c) Posting or sending private images of the responder over a public network or mobile device.

To qualify as cyber stalking, the offending behavior must be repeated over time and by the same individual.

3. Non-consensual Pornography

Non-consensual pornography, often known as cyber exploitation or "revenge porn," refers to the release of sexually
explicit photos or films on the internet without the permission of the subject shown. It's very uncommon for an ex-lover
to use embarrassing photos or videos they obtained from the victim during their time together to exact revenge and
humiliate them in public. Still, the culprits aren't usually current or former romantic partners, and retribution isn't
always the driving force. Hacking into a victim's computer, social media account, or phone may potentially provide
damaging images with the intent of harming the target in the "real world" (such as getting them fired from their job)

III. CONCLUSION

This research offers a theoretical foundation for comprehending the mental processes that victims of cyber abuse go
through. The magnitude and persistence of online violence against women has been brought into sharp relief. These
factors contribute to the maintenance of preconceived notions of what it means to have a certain gender and sexual
orientation. There was a preponderance of language in the stories that argued against the trend of disembodiment in the
online world and emphasized the significance of the actual body in virtual relationships.

Bodies are constructed via discursive processes in the digital space. For this reason, women who have endured various
types of cyber abuse do not consider their experience to be something that exists outside of their bodies. Rather, they
become victims themselves after their bodies are found, thereby contributing to the ongoing nature of cyber bullying.
According to many who have survived cyber bullying, their first encounters with the phenomenon were marked by
language that reduced them to objects. Second, the rhetoric that devalues women for reasons other than their
appearance is a threat to their very survival. Consequently, many women experience a loss of self-awareness and
identity as a direct result of this linguistic dehumanization of women. All of the aforementioned acts of cyber assault
show how perpetrators use language to invoke women's bodies in their crimes.
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