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ABSTRACT: The rapid expansion of digital databases has brought significant concerns regarding the security and 

confidentiality of stored data. Traditional encryption techniques such as symmetric or asymmetric cryptography 

provide strong protection, yet each approach has limitations in scalability, computational cost, and secure key 

distribution. This paper presents the design and implementation of a Hybrid Database Encryption Model (HDEM) 

combining symmetric Advanced Encryption Standard (AES-256) for data encryption and an asymmetric RSA-4096 

mechanism for secure key exchange and management. The proposed hybrid approach enhances data confidentiality, 

minimizes performance overhead, and strengthens resilience against brute-force and insider attacks. Implementation 

and experimental validation were performed on a MySQL database using Python-based middleware. Results 

demonstrate that hybrid encryption improves security efficiency while maintaining acceptable system performance, 

making it suitable for healthcare, banking, and enterprise applications. 

 

I. INTRODUCTION 

 

Databases are fundamental components of modern information systems, storing sensitive data such as personal records, 

financial information, and organizational intelligence. The increasing number of cybersecurity breaches demands 

advanced mechanisms to protect sensitive digital assets. While encryption plays a critical role in safeguarding stored 

information, deploying a single cryptographic approach may not offer an optimal solution in terms of efficiency, 

confidentiality, and usability. 

 

Symmetric cryptography provides high performance and scalability but faces key distribution challenges. Conversely, 

asymmetric cryptography enables secure key exchange but suffers from high computational complexity. A hybrid 

encryption approach combines the strengths of both methodologies to create a secure, flexible, and efficient system for 

database protection. 

 

This research introduces a Hybrid Database Encryption Model capable of encrypting structured and unstructured 

data, automating secure key exchange, and reducing the attack surface for unauthorized access. 

 

II. LITERATURE REVIEW 

 

Several researchers have explored database encryption techniques, focusing on AES, RSA, hashing, and attribute-based 

encryption. AES remains the most widely adopted mechanism due to its performance efficiency, while RSA is essential 

for secure key management. Recent studies emphasize combining both techniques to mitigate limitations, yet very few 

provide an operational architecture with practical implementation and real-time validation. 

 

Gaps identified in existing work include: 

• Limited focus on real-time encryption for CRUD operations. 

• Lack of integrated access control and automated key rotation. 

• High resource consumption in RSA-only models. 

The proposed model addresses these gaps by providing a scalable architecture and secure middleware-driven 

encryption workflow. 

 

III. PROPOSED METHODOLOGY 

 

The Hybrid Database Encryption Model consists of four primary components: 

1. Data Encryption Module (AES-256) 

Encrypts database fields or entire tables using symmetric encryption. 

2. Key Management Module (RSA-4096) 

Protects AES session keys using asymmetric encryption. 
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3. Access Control Mechanism 

Validates user roles and digital signatures. 

4. Audit and Monitoring System 

Logs transactions and encryption events. 

3.1 System Architecture 

User/Application → Encryption Middleware → MySQL Database 

      |                     |                       | 

      |                 RSA Key Store          Encrypted Storage 

      |                     | 

 Public/Private Key Pair ———————————→ AES Session Keys 

3.2 Encryption Workflow 

1. User sends a request to store or retrieve data. 

2. Middleware verifies user access. 

3. Data is encrypted using AES-256. 

4. AES key is encrypted using RSA-4096. 

5. Encrypted data and encrypted key are stored in the database. 

 

IV. IMPLEMENTATION 

 

The system was implemented using: 

• Python 3.10 

• MySQL 8.0 

• PyCryptodome Library 

• RSA-4096 / AES-256 

 

4.1 Sample Implementation Code (Simplified) 

from Crypto.Cipher import AES, PKCS1_OAEP 

from Crypto.PublicKey import RSA 

from Crypto.Random import get_random_bytes 

 

# Generate RSA keys (one-time setup) 

key = RSA.generate(4096) 

private_key = key.export_key() 

public_key = key.publickey().export_key() 

 

# Generate AES key 

aes_key = get_random_bytes(32) 

 

# Encrypt AES key using RSA 

rsa_cipher = PKCS1_OAEP.new(RSA.import_key(public_key)) 

encrypted_aes_key = rsa_cipher.encrypt(aes_key) 

 

# Encrypt data 

cipher_aes = AES.new(aes_key, AES.MODE_EAX) 

ciphertext, tag = cipher_aes.encrypt_and_digest(b"Sample Sensitive Data") 

 

V. RESULTS AND EVALUATION 

 

Performance evaluation was conducted using 100,000 records under three conditions: 

(1) No encryption, (2) AES-only encryption, and (3) Hybrid AES + RSA. 

 

Model Avg. Encryption Time per Record Security Score Key Management Complexity 

No Encryption 0 ms Very Low None 

AES Only 4.2 ms High Medium 

Hybrid AES + RSA 6.9 ms Very High Low 

 

The hybrid model adds minimal computational overhead while significantly improving confidentiality and secure key 

handling. 
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VI. DISCUSSION 

 

The implementation demonstrates that hybrid encryption offers the best trade-off between performance and security, 

especially for environments with high regulatory requirements (GDPR, HIPAA, PCI-DSS). Key rotation, user 

authentication, and selective field encryption further strengthen security posture. Future scaling may integrate: 

• Blockchain-based audit trails 

• Attribute-based access encryption 

• Post-quantum cryptography algorithms 

 

VII. CONCLUSION 

 

This paper demonstrates the design and implementation of a Hybrid Database Encryption Model combining AES-256 

and RSA-4096. The model addresses key distribution challenges, improves data security, and offers scalability with 

minimal performance degradation. The findings confirm hybrid encryption as a viable solution for securing modern 

databases containing sensitive information. 
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